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CCS-UC-1: Crestron Mercury™
Tabletop Conference System with
Microsoft® Skype® for Business

Introduction

This configuration guide describes the necessary procedure to configure the Crestron
Mercury™ devices to register to Microsoft® Skype® for Business (SfB) as a basic SIP
endpoint.

Audience

This document is intended for users attempting to configure and use the Crestron Mercury
devices as SIP Endpoints registering to SfB.
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Topology

The network topology for the Crestron Mercury endpoint to interop with SfB is as shown

below.

SIP Enapoint Integration with SfB - Reference Network

Skype for Business Skype for Business

Front End Mediation Server

=5

Skype User Skype User

o @
&y M3

D

Crestron Products configured as SFB Endpoints

The lab network consists of the following components:
o  SfB cluster for voice features
e  Skype desktop clients
e Crestron Mercury as the SfB Endpoints

Software Requirements
e  Skype for Business 6.0.9319.259
e Mercury devices v 1.3553.14230.002

Hardware Requirements
e Windows Server with SfB
e Cisco 3845 as PSTN Gateway
e SfB desktop client 15.0.4885.1000

e  Crestron Mercury devices (2)

2 e CCS-UC-1: Crestron Mercury with Skype for Business
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Product Description

The Crestron Mercury device is a complete solution for conference rooms. It acts as an all-
in-one touch screen, speakerphone, and AirMedia® product for conference rooms that
provide microphones and speakers integrated into the user interface at the table.

Crestron Toolbox™ software is used to discover and control all Crestron devices on the
network.

The Crestron Mercury web interface is used to control the Crestron Mercury devices on the
network.

Summary

The Crestron Mercury devices were configured on SfB as SIP endpoints. The devices
successfully registered to SfB with digest authentication.

With critical failures on basic calls originating from Mercury, this topology is recommended
for field deployments.

Features Supported
o Registration with digest authentication
e Basic calls with G711u and G711a codecs
e Caller ID
o DTMF support
e FEarly media support
e Retrieval of a parked call
e Conference participant
e Call hold and resume

e Call waiting

Features Not Supported
e  Caller ID presentation with name and number display
e Call forwarding on the device
e Conference
¢ |nitiating attended call transfer
e |nitiating semi-attended call transfer
¢ |Initiating Blind Call Transfer
e Configuration of Shared Line on device

e |Initiating Call Park
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Known Issues and Limitations

e The Crestron Mercury device fails to register with SfB when the internal server or
external server is configured on the device.

e The Crestron Mercury device handles a transfer with two-way audio, but after the
transfer is complete, it drops the call.

e An attempt to add a PBX endpoint to a conference when the Crestron Mercury
device is already in a call with PSTN fails with an error informing that the PBX
endpoint is either unavailable or offline.

e The Crestron Mercury device does not play appropriate tones when it receives an
error code.

e The Crestron Mercury device is able to retrieve the call parked by the Skype
desktop client and there is two-way audio. However, after retrieving the parked call,
the call control options disappear from the Crestron Mercury device’s display.

e A hunt group call fails when the Crestron Mercury device answers the call (the hunt
group call succeeds when the SfB desktop client answers).

e No music on hold is heard on the PBX endpoint when the Crestron Mercury device
places the call on hold.

e The Crestron Mercury device handles call waiting, but it does not provide an option
to put the current call on hold to answer a second incoming call. The Crestron
Mercury device has to hang-up the ongoing first call to answer the second call, or it
can reject the incoming second call.

o When media bypass is enabled on the PBX, media is not being anchored on the
Crestron Mercury device. Instead, the mediation server anchors the media.
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Crestron Mercury Configuration

Setup

The LAN port of the Crestron Mercury device needs to be connected to one POE+ port to
power it up and be connected to the network for reachability to SfB. The PoE+ switch that
is used should have the LLDP functionality enabled for the device to power up and be
completely functional. By default, the “poeplus” configuration is set to Off on the device.

Configure the Device
To configure the Crestron Mercury device, follow this procedure:

1. Access the web GUI for the device by using an http session with the device’s IP
address. The device IP address used in this example was 10.64.201.60

Crestron Mercury: Login to Web GUI

B =
& Crestron AirMedia 4 \i_‘\

€« C | A Notsecure | hitps://10.64.201.60 | OR 0O G

2 Apps Wk Bookmarks [ Save to Mendeley TN Designing Lync Jum <. Deploying Lync Jum » Other bookmarks

Device Administration

Download AirMedia Utility Software

Client for Mac

Client for Windows

©2017C
Al

2. Click Sign In and log in to the device. For information on device administration,
refer to the CCS-UC-1 Supplemental Guide (Doc. 7844) at
www.crestron.com/manuals.
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Crestron Mercury: Status

B HDMIINPUT
B HDMI OUTPUT
B NETWORK
B DEVICE

» B AVF
B AIRMEDIA

~ General

Model
Main Firmware Version

Serial Mumber

+ Show More

v Network

Host Name
Domain Mame

Encrypt Connection

Adapter 1
IPve
DHCP Enabled
IP Address
Subnet Mask
Default Gateway
DN5 Server 1
DNS Server 2

6 e CCS-UC-1: Crestron Mercury with Skype for Business

The Status screen that appears displays basic information on the device.

MERCURY
1.3553.14230

00000000

MERCURY-00107F0522D1
lab.tekvizion.com

false

Yes
10.64.201.60
25525500
10.64.1.1
10.64.4.10
10.85.0.232

The device can be configured from the Network page.
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3. On the web GUI, navigate to Network.
Crestron Mercury Configuration: Network Setting: DHCP Off: Static IP Configured

T CRESTRON @

B STATUS ~ Network Setting D Rever
B HDMIINPUT

B HDMIQUTPUT Host Name = MERCURY-00107F8B54

B DEVICE
v B AVF

B AIRMEDIA —_—
SSH [ Disabled

Domain Name ik\;pelabs\,lu(e\\

Adapter 1
DHCP Enabled '::‘OF (DHCP settings will apply to all adapters)

IPAddress  10.64.201.60
SubnetMask = 255255030
Default Gateway 106411
DNS Server 1 10.64.4.10

DNSServer2 = 10.85.0232

4. Enter the following parameters in the Adapter 1 section to configure the Crestron
Mercury device.

e Domain Name: skypelabsj.local was used in this example
e DHCP Enabled: Choose either of the following:

o Obtain an IP address automatically (On)

0 Use the following IP address (Off)

For the example, a dynamic IP was configured.

NOTE: The DNS Server 1 entry should be the DNS server where all the
SfB and Crestron Mercury A & SRV records are configured. In this
example, the DNS server on the domain controller is used: 70.64.7.3 was
used in this example.

5. Click Save Changes.

Configure the S1B Parameters
To configure the SfB parameters, follow this procedure:
1. On the web GUI, navigate to Device > SIP Calling.
Set Enable SIP to Off, and click Save Changes.
On the web GUI, navigate to Device > Skype for Business.
Set Enable to Enabled.

Configure the Username: Enter the SIP URI of the Skype for Business user.

[ T

Configure the Password: Enter the password of the SFB user.
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7. Configure the SIP Address: Enter the SIP URI of the Skype for Business user.
8. Click Save Changes.

When SfB is enabled, the Crestron Mercury device displays a Skype logo on its Make a Call
screen. The logo is greyed out until the device registers with STB.

Add Certificates

For a successful TLS handshake between the Crestron Mercury device and SfB, a root
certificate needs to be added to the Crestron Mercury device. This can be downloaded from
the certificate authority that serves SfB.

To upload certificates to the Crestron Mercury device, follow this procedure:
1. Navigate to Device > Skype for Business.
2. Click Manage Certificates.
Mercury: Ul: Manage Certificates Screen: Add Root Certificate

T CRESTRON

B sTATUS

B HDNgiianis
Manage Certificates

Add Root Certificate

Intermediate Machine User SIP Web Server
MName Expiry Date Actions

System Manager CA Dec 27 17:06:03 2025 ﬂ

Starfield Services Root Certificate Authority - G2 Dec 3123:59:59 2037 n

GTE CyberTrust Global Root Aug 13 23:59:00 2018 n

http:/fwwwovalicert.com/ Jun2522:23:48 2019 ﬂ

GeoTrust Universal CA Mar 4 05:00:00 2029 n

T_B_ TAKUEKAE K7KSSertifiHaSH\zmet Sa_lay_c_s - Aug2111:37:07 2017 n
_r_m -

Manage Certificates

3. Click Add Root Certificate. The Add Certificate screen is displayed.

a. Click ﬂ to delete a certificate from the list of certificates.
b. Click Add Root Certificate. The Add Certificate screen is displayed.
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Add Certificate Screen

| kS

Browse

c. Click Browse, select the root_cer.cer file to be loaded, and click Open.

d. Click Load to upload the certificate to the CCS-UC-1. A message confirming
the upload is displayed.

e. Click OK to close the Add Certificate screen. The certificate authority from
where the root-cer certificate was downloaded appears in the list of trusted
certificate authorities.

f.  Navigate to SIP Calling > Select Trusted Certificate Authorities and select
the certificate authority (from where the root_cer.cer certificate was
downloaded) from the list of certificate authorities.
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Skype for Business Configuration

This section describes the SFB configuration necessary to integrate the Crestron device as
a SFB Endpoint. It is assumed that the general installation and basic SFB configuration has

already been administered.

Configure Host A Record

Configure an A record in the DNS server for “lyncdiscoverinternal.<domain>.com” that
points to the front end server’s IP Address.

Configure Host A Record

b DNS Manager
File Action View Help
e E XEBo= Hm 86
;.J DNS Name Type Data Timestamp ~
a4 3 DCO1 | _udp
I [] Cached Lookups | DomainDnsZones
a [ | Forward Lookup Zones | ForestDnsZones
> 7msdcls.5lv.jy‘pe|a‘b5j.|0ca| é—l(same as parent folder) Start of Authority (SOA) [1833], dcll.skypelabsj.loc... static
; D ﬁrwelr;;Lo Update Server Data File r) Narne Server (N5) dcD1.skypelabsj.local. static
= 3 r) Host (4) 10.64.4.10 9/18/2017 10:00:00 AM
b Ml Trust PoiniiglEe ) IPy6 Host (AAAA) 2620:0096:c000:0001:0000:...  9/18/2017 10:00:00 AM
4 éf”bd'r':”a BewHeab oL AR 1 IPv6 Host (AAAR) 2620:0096:c000:0001:548e:...  9/18/2017 10:00:00 AM
2 el New Alias (CNAME)... Host (A) 10.64.4.11 static
Mew Mail Exchanger (MX)... Host (A) 10.80.23.10 static =
New Dotaainm Host (4) 10.80.22.10 static
New Delegation... Host (4) 10.80.10.6 static
Other New Records.. Host (A) 10.80.10.2 static
Host (A4) 10.80.10.3 static
B Host (A) 10.80.10.4 static
All Tasks Host (A) 10.80.10.5 static
i Host [(A) 10.80.21.2 static
Host (A) 10.80.25.2 static
aEs Host (4) 1080.25.3 static
Refresh Host (&) 10.80.26.2 static
Export List... Host (A) 10.80.25.200 static
it Host (4) 10.64.4.10 static
Host (4) 192.168.0.2 static
Help IPv6 Host (AAAA) 2620:0096:c000:0001:0000:...  static
§—| dc01 IPvE Host (AAAL) 2620:0096:c000:0001:548e:...  static
§_—|d\alin Host (4) 10.64.4.11 static
é—l dut-sbe Host (A) 10.64.4.25 static
=] dut-sbc-pool Host (4) 10.64.4.25 static s

Create a new host resource record,

10 e CCS-UC-1: Crestron Mercury with Skype for Business
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Lyncdiscoverinternal Properties Window

Host (A} | Securty

Host {uses parent domain if left blanl):
|Iyr|cdi5mverirrtemal|

Fully qualfied domain name (FQDN):
|Iyncdi5coveﬁrrtemal.slwpelabsj.local

|P address:
|1D.B4.4.11

[#] Update associated pointer (PTR) record

[] Delete this record when it becomes stale

Record time stamp:

Time to live (TTL): 100 (DDDDD:HH.MM.55)

| [ Camcel || Aepy |
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Configure a Crestron Mercury SfB User

Configure a user in the SfB Control Panel.

NOTE: A user has to be configured in the Active Directory prior to this configuration.

Skype for Business, User Configuration

USER SEARCH
Home
Users . .

Edit Skype for Business Server User - SFB2 User2
Topology Commit | & Cancel

IM and Presence Display name:

Persistent Chat |SFB2 User2

Voice Routing || Enabled for Skype for Business Server

=
Voice Features SIP address:

sip:SFEUser2 @ | skypelabsj.local hd
Response Groups
Registrar pool:

Conferencin
9 FEQ.skypelabsj.local

Clients Telephony:

Federation and Enterprise Voice ¥
External Access
. Line URL:
Monitoring

and Archiving tel+ 19722657278

E Dial plan policy:
Security ROy

< Automatic= L
Metwork
Configuration Voice policy:
OutboundCalling hd
Conferencing policy:
<Automatics v
Client version policy:
<Automatic> L
PIN policy:
<Automatic> v
External access policy:

<Automatic v
Archiving policy:

<Automatic= v
Location policy:

<Automatic v
Mobility policy:

<Automatic> L 4
Persistent Chat policy:

<Automatic> v
Client policy:

<Automatic v

12 e CCS-UC-1: Crestron Mercury with Skype for Business
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Configure the PSTN Gateway
Configure a PSTN Gateway on Skype for Business for PSTN calls.
Skype for Business Server 2015, Topology Builder

File Action Help

4 % Skype for Business Server The properties for this item are not available for editing.
= CleanDefaultTopology
P [d Lync Server 2010
[ | Lync Server 2013
4 [ Skype for Business Server 2015
I [ Standard Edition Front End Servers
[Z3 Enterprise Edition Front End pools
[3 Director pools
[ Mediation pools
[ Persistent Chat pools

3 Edge pools

(L3 Trusted application servers
[Z3 Video Interop Server pools
4 [ Shared Components
I [C35QL Server stores
b A File stores
4 [ pom

New IP/PSTN Gateway...

Topology

Help
TUe4.2.120

0 10.64.1.72
b O3 Trunks
(L3 Office Web Apps Servers
[[3 Video gateways
L3 SIP Video trunks
3 Branch sites
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Define New IP/PSTN Gateway, Define the PSTN Gateway FQDN

Define the PSTN Gateway FQDN
3

Define the fully qualified domain name (FQDN) for the PSTN gateway.

FQDN: *
10/64.1.72

Define New IP/PSTN Gateway, Define the IP Address

Define the IP address
3

(®) Enable IPv4
(®) Use all configured IP addresses.
() Limit service usage to selected IP addresses.
PSTN IP address:

() Enable IPv@

® Use all configured IP addresses.

) Limit service usage to selected IP addresses.

PSTN IP address:
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Define New IP/PSTN Gateway, Define the Root Trunk

Define the root trunk
3

Trunk name: *

1084.1.72

Listening port for IP/PSTN gateway: *
5060

SIP Transport Protocol:
[ Tce

Associated Mediation Server:
|FEO1.sl:ypeIabsj.local CleanDefaultTopology

Associated Mediation Server port: *
5060
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Home

Users

Tepology

IM and Presence
Persistent Chat
Voice Routing
Voice Features
Rezponse Groups
Conferencing
Clients

Federation and
External Access

Menitoring
and Archiving

Security

Netwark
Configuration

Configure the Dial Plan

Configure dial plan and normalization rules for number translation.

DIALPLAN  VOICE POLICY  ROUTE

Skype for Business, Voice Routing, Dial Plan Configuration

PSTN USAGE

Create voice routing test case infermation

Edit Dial Plan - Global

o ok K Cancel
Scope: Globa

Mame: *

Globa

Simple name: *

DefaultProfile

Description:

Dial-in conferencing region:

External access prefix:

Associated Normalization Rules

dhew [z E| B select...
MNormalization rule State
Al Committed

Dialed number to test:

16 ¢ CCS-UC-1: Crestron Mercury with Skype for Business

TRUNK CONFIGURATION  TEST VOICE ROUTING

Pattern to match Translation pattern

Alyd+)% $1
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Dial Plan Configuration, Edit Normalization Rule

Edit Mormalization Rule - all
o ok | K cancel

Mame: *

Al

Description:

Build a Normalization Rule
Fill in the fields that you want to use, or create the rule manually by

clicking Edit.
Starting digits:
Length:
At least v |1 )
Digits to remowe:
o =

Digits to add:

Pattern to match: *
And+)%
Translation rule: *

31

=
m
i
b
v

Edit

|| Internal extension
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Configure Voice Policy

Configure voice policy with required calling features. This voice policy has to be assigned to
the user manually if it is a user scoped voice policy.

Skype for Business, Voice Routing, Voice Policy Configuration

o DIAL PLAN ~ WOICEPOLICY ROUTE  PSTM USAGE  TRUNK CONFIGURATION  TEST VOICE ROUTING

Users

Topology Create voice routing test case information

IM and Presence

Edit Voice Policy - QutboundCalling
Persistent Chat

o Ok R Cancel
Voice Routing
Scope: User
Voice Features Name: *
Response Groups OutboundCalling
Description:

Conferencing

Clients

. » Calling Features
Federation and

External Access || Enable call forwarding |+| Enable team call

Monitoring |+| Enable delegation |+| Enable PSTN reroute

and Archiving [] Enable call transfer [_] Enable bandwidth policy override
Security |+| Enable call park |__| Enable malicious call tracing
MNetwork |+| Enable simultaneous ringing of phones || Enable busy options

Configuration
Associated PSTN Usages

g New B4 Select. '//‘ Show details.. Remove

PSTN usage record Associated routes
PSTW_outbound 1064 Comnp

Call forwarding and simultaneous ringing PSTN usages:

Route using the call PSTN usages A T

Translated number to test:
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Configure PSTN Usage

A PSTN usage is configured to the above voice policy. This configuration dictates if a user
can have access to outbound PSTN calls.

Configure a PSTN Usage

Edit PSTN Usage Record - PSTM_outbound
o ok K cancel

Name:

PSTN_outbound

Associated Routes
g New B4 Select...
MName Pattern to match

1064Corp 4+
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Configure a Route

A route is configured for the above configured PSTN usage. This route configuration is
associated with the PSTN trunks and number patterns to allow. The below example allows

all numbers on the associated trunk.

Conlfigure Voice Route

Edit Voice Route - 1084Corp

o ok K Cancel

Name: *

1064Corp

Description:

Build a Pattern to Match
Add the starting digits that you want this route to handle, or create
the expression manually by clicking Edit.

Starting digits for numbers that you want to allow:

Type a valid number and then click Add Add

Match this pattern: *

*
Edit Reset

|| Suppress caller ID

Alternate caller ID:

Associated trunks:

PstnGateway: 10,64.1.72

Translated number to test:

20 e CCS-UC-1: Crestron Mercury with Skype for Business Configuration Guide — DOC. 8256A



Configure a Trunk

Configure the trunk to PSTN gateway. In this configuration REFER is turned off and media

bypass is disabled.

Skype for Business, Voice Routing, Trunk Configuration

DIAL PLAN  VOICE POLICY

ROUTE  PSTM USAGE  TRUNK COMFIGURATION  TEST VOICE ROUTING

Home

Users

Topology

IM and Presence
Persistent Chat
Voice Routing
Voice Features
Response Groups
Conferencing
Clients

Federation and
External Access

Monitoring
and Archiving

Security

Metwark
Configuration

Configuration Guide — DOC. 8256A

Create voice routing test case information

Edit Trunk Configuration - PstnGateway:10.64.1.72

o ok K Cancel

Scope: Pool

Mame: *

PstnGateway:10.64.1.72

Description:

Maximum early dialogs supported:

20 &
Encryption support level:

Optional b
Refer support:

MNone bt

|__| Enable media bypass

|+ Centralized media processing

|__| Enable RTP latching

|__| Enable forward call history

|__| Enable forward P-Asserted-ldentity data

|+| Enable outbound routing failover timer
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Trunk Configuration, Details

Voice Features » Associated PSTN Usages
Response Groups 8 Select..
Conferencing PSTN usage record Associated routes
Clients
Federation and
External Access
Monitoring
and Archiving
Security Translated number to test:
Network Go
Configuration
~ Associated translation rules
Calling number translation rules
P New L3 El B Select..
Translation rule State Pattern to match Translation pattern
Metwork
Configuration

Called number translation rules

dhew B3 El B Select..
Translation rule State Pattern to match Translation pattern
Phone number to test:

(*) Calling number (_) Called number
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